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§727.1 What is the purpose and scope
of this part?

(a) The purpose of this part is to es-
tablish minimum requirements appli-
cable to each individual granted access
to a DOE computer or to information
on a DOE computer, including a re-
quirement for written consent to ac-
cess by an authorized investigative
agency to any DOE computer used in
the performance of the individual’s du-
ties during the term of that individ-
ual’s employment and for a period of
three years thereafter.

(b) Section 727.4 of this part also ap-
plies to any person who uses a DOE
computer by sending an e-mail mes-
sage to such a computer.

§727.2 What are the definitions of the
terms used in this part?

For purposes of this part:

Authorized investigative agency means
an agency authorized by law or regula-
tion to conduct a counterintelligence
investigation or investigations of per-
sons who are proposed for access to
classified information to ascertain
whether such persons satisfy the cri-
teria for obtaining and retaining access
to such information.

Computer means desktop computers,
portable computers, computer net-
works (including the DOE network and
local area networks at or controlled by

§727.5

DOE organizations), network devices,
automated information systems, or
other related computer equipment
owned by, leased, or operated on behalf
of the DOE.

DOE means the Department of En-
ergy, including the National Nuclear
Security Administration.

DOE computer means any computer
owned by, leased, or operated on behalf
of the DOE.

Individual means an employee of DOE
or a DOE contractor, or any other per-
son who has been granted access to a
DOE computer or to information on a
DOE computer, and does not include a
member of the public who sends an e-
mail message to a DOE computer or
who obtains information available to
the public on DOE Web sites.

User means any person, including any
individual or member of the public,
who sends information to or receives
information from a DOE computer.

§727.3 To whom does this part apply?

(a) This part applies to DOE employ-
ees, DOE contractors, DOE contractor
and subcontractor employees, and any
other individual who has been granted
access to a DOE computer or to infor-
mation on a DOE computer.

(b) Section 727.4 of this part also ap-
plies to any person who uses a DOE
computer by sending an e-mail mes-
sage to such computer.

§727.4 Is there any expectation of pri-
vacy applicable to a DOE com-
puter?

Notwithstanding any other provision
of law (including any provision of law
enacted by the Electronic Communica-
tions Privacy Act of 1986), no user of a
DOE computer shall have any expecta-
tion of privacy in the use of that DOE
computer.

§727.5 What acknowledgment and con-
sent is required for access to infor-
mation on DOE computers?

An individual may not be granted ac-
cess to information on a DOE computer
unless:

(a) The individual has acknowledged
in writing that the individual has no
expectation of privacy in the use of a
DOE computer; and
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